MICHAEL LASALVIA

244 South Fifth St, Columbia, PA 17512

717-615-0620
 mike@genxweb.net
Information Security 

Network Administration

Computer Analysis

Network professional possessing full security project experience from analysis through design and solution implementation. Major strength in identifying and interpreting customer issues.  Adaptable to both individual contributor and team roles.  Able to quickly learn and implement projects utilizing new technology.
TECHNICAL EXPERTISE

SECURITY:

IDS: CISCO, Real Secure, ISS, Snort, Tripwire

IPS: Cisco CA, ISS, Symantec
Firewall: Check Point 4.1, NG, and NGX, CISCO Pix and CISCO ASA, Netscreen, Sidewinder

Tools: Nessus, ACID, tcpdump, Solar Winds, SUS. MBSA, HFNetChkPro, NMAP, NETCAT, Ethereal, Nagios, Openview
NETWORKING:

LAN / WAN / WLAN Administration

Network vulnerability assessment and patching
Network Infrastructure and protocols
PROGRAMMING LANGUAGES:

C, Visual Basic, Perl and Shell Scripting 

SOFTWARE & O/S:

Linux, UNIX, Windows 9x, NT, 2000, and XP, MAC

CERTIFICATIONS 

LCA: (SAIR, GUNU, Linux Certified Administrator)

TICSA: (True Secure)

CCSA: (Check Point Certified Security Administrator)

CSI: (Certified Sidewinder Installer)

CISSP: (Certified Information Systems Security Professional)
GCIH: (SANS GIAC Certified Incident Handler)
PROFESSIONAL EXPERIENCE

SunGard, Philadelphia, PA




                   3/20/06 – Current

Senior Security Engineer
Provide third level technical support for SunGard’s Managed Firewall and IDS security service offerings such as Checkpoint, Netscreen, Cisco Pix firewalls, and ISS. Responsible for identifying customer issues, troubleshooting, determining root causes, design and coordinating resolutions using a variety of applications and tools.
· Planned, implemented, and managed SunGard's firewall management infrastructure for Checkpoint Provider1, Netscreen Security Manager, and Cisco Security Manager allowing SunGard to centrally manage internal and customer firewalls.
· Designed, wrote, and delivered technical training and documentation to SunGard’s security operations team, thus helping them to provide increased tier 2 support to our customers.
· Research evolving threats and new security solutions to help SunGard to be able to provide their customers with the best solutions possible.

GMAC Residential, Horsham, PA                                                           10/31/05 – 3/17/06
Senior Security Engineer

Tasked with assuring the security and business efficiency of the IT infrastructure through vulnerability and risk assessment, thus allowing for the implementation of proper controls to mitigate security threats.

         Created a detailed inventory of IT server and network appliance assets by running a multitude of discovery and vulnerability scans.

         Worked with Information Security Office and business owners to classify old and new vulnerabilities based on business impact and to come up with a plan of remediation.

         Performed weekly validation of external penetration test results and worked with internal contacts to correct issues.

INDEPENDENCE BLUE CROSS, Philadelphia, PA



6/29/04 – 10/28/05
Senior Desktop Security Specialist
Assured the security of over 8000 nodes both local and remote to ensure they met the strict HIPAA regulations. Investigated and resolved issues pertaining to security policy violations, malicious code and patch management.
· Lead researcher and tester for IPS project. Installed, tested and evaluated Cisco CA, Symantec and ISS IPS products. Ran multiple attack scenarios against each product and reported my findings to help in the decision making of our IPS solution.

· Analyzed firewall logs for anomalies to help pinpoint rouge machines, access points, spy ware and other malicious desktop behavior to ensure the integrity of our internal network.

· Attended weekly CERT meeting to give updates on new security related issues related to the desktop and server environment.

· Audited the security of the Desktop and Server environment by running custom MBSA scripts, this assured that our internal network was secure.

· Worked with ISO and legal to perform internal employee investigations.
VERISIGN (formerly Guardent Inc.), Providence, RI          


2/17/03 – 4/20/04
Senior Security Analyst 




 
Implemented, configured and administered network security devices for up to 2,000 customers worldwide. Consulted with many Fortune 500 customers including major sports organizations, higher educational institutions, law firms, e-commerce sites, investment firms and medical insurance companies on risk assessment and network audit issues.

· Managed Network Security to ensure high-risk configuration exposures are eliminated for increased protection against internal and external intrusion.

· Saved an investment firm client the potential loss of $30K every 5 minutes by effectively monitoring and managing Firewalls, IDS and Virus scan systems. 

· Assisted a medical insurance company in achieving HIPAA compliance by conducting penetration testing, analyzing vulnerabilities and interfacing with company management and IT staff.
· Ensured the integrity of data for major legal customer by reviewing firewall policies, analyzing logs, IDS packet dumps and escalating to forensics team to mitigate the damage from a network breach.
· Updated and configured Pix, Check Point, Real Secure, Cisco IDS, Tripwire, and Websense systems.

· Analyzed packet captures using “tcpdump” and “ethereal” to determine cause of alerts, and to troubleshoot network connectivity issues.

THE JASON FOUNDATION, Needham Heights, MA  


2/1/01 – 2/14/03
Information Technology Coordinator 



                  
Sole responsibility for providing Help Desk support on Windows, Mac and Linux problems as well as Microsoft Office products and video software for 30 internal employees and 60 mobile employees. Network and Security Administration of all on site and off site servers, including e-mail, web and file servers as well as firewall, IDS and user accounts. 

· Managed expedition technology project which included determining requirements, researching and selecting ISP vendors, negotiating contracts, setting up a wide area network WAN, delivery logistics at remote sites as well as ensuring corporate connectivity.
· Wrote and implemented security policies and procedures that where used to assure the company’s data and the proper use of company’s resources
· Researched, purchased and implemented new hardware and software technologies to achieve strategic goals. 
· Conducted penetration testing and patching on test servers, before applying patches to live servers.
· Saved approximately $20K annually in reoccurring connectivity costs by establishing a Wireless WAN. 
XAVIER COMPUTER CENTER, Providence, RI




1997 - 2001
Senior Lab Assistant        

Managed and supervised 20 Lab Assistants on performing computer troubleshooting and repairs.  Designed Academic Computer Services website. Responsible for the technical management of more than 240 Windows 95/98/NT Computer Workstations and servers.

Conducted training sessions on Windows 95/98, Microsoft office, Computer basics, and troubleshooting printer problems.

 

EDUCATION

B.S. Bachelors of Science in Information Science -  Networking concentration  2001
Johnson & Wales University, Providence, RI

ADDITIONAL INFORMATION

Eagle Scout, Staten Island, NY

